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MuobiteJoken

Fast.

Secure.
Reliable.

Mobile Token Biometric Authentication

You can login to Mobile Banking and
confirm transactions simply via Face
ID/Fingerprint Authentication, instead
of entering your Mobile Token
Passcode.

Mobile Token is a new feature of the iGTB
MOBILE App to replace physical security device
(Hard Token) for using Corporate Internet Banking.
Once the Mobile Token is activated, you can
authenticate Internet Banking transactions anytime,
anywhere.

Secure and Convenient

You can set your own password and
use Mobile Token directly. Moreover,
you can use Mobile Token instead of
carrying your hard token device
anywhere if needed.

Manage Mobile Token

@® A new two-factor authentication tool. It
supports transactions that require two-factor
authentication

Going Parallel with
Hardware Token

@ Protected by Face ID / Fingerprint and a 6-
digit Passcode chosen by you, and
restricted to one mobile device

You can use Mobile Token and
Hardware Token, interchangably. The
co-existence of both offers you
suitable authorisation methods in any
circumstances.

@ Easy to activate and simplified processes
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fiXl NOTICE OF SYSTEM MAINTENANCE 2019-9-.. ) AIWayS access your
mobile token here.

Features Shortcut

Training Knowledge Mobile Token Hard Token
Centre

Please enter specific Transaction information

Pending Authorisation 1 1 01

Pending Action

£ Verification

Pending Check Please input Mobile Token Passcode

Forward-dated

e-Alert

Forget Mobile...ken Passcode

[ & (] o

Home Logout Inbox Control

Generate One-time

Generate Security Code )
Security Code

< Generate Security Code

Generate one-time Security Code
directly, to bring you a more
convenient experience.

@ Transaction Confirmation Code

E Login/Security Code

Authorise Transactions

Terms and Points to Note

You can use Mobile Token when
approving transaction via Internet

< Login/Security Code Banking or Mobile Banking.

Please input Mobile Token Passcode

Easy To Use

Easy to implement, easy to manage
and don’t require dedicated physical
security device — Mobile Token
support various devices.

Forget Mobile Token Passcode
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< Mobile Token < Mobile Token < Mobile Token
You can now activate your Mobile Token in just a few Security: You are required to use your Biometric Convenience: You can generate one-time Security Code
simple steps to generate one-time Security Code, to bring Authentication or customized €-digit passcode to with your Mobile Token without bringing along with your
you a more convenient experience on Internet Banking. generate Security Code. Security Device.
,
9

7/

Step 1

Go through the introduction
of Mobile Token

e mmm e m—— e ————————
24 Mobile Token : Register Later »: . i i . . 1
I 1 Can register biometric authentication later

via menu “Control > Mobile Token Setting

1
Register Face ID to login Mobile Banking and use : > Enable Biometric Authentication Login
Mobile Token. Press "Later" and you may register via 1 X ”

1 and Use Mobile Token

1

1
1
1
1
1
menu "Control > Mobile Token Setting". :

e e e e e e e T e e e e e e e e T

7,0
Step 2 )

Accept the T&C and register “BOCHK iGTB" to use Face

S
Agree & Register Face ID You can use Face ID to login and
] authorise transactions

Terms and conditions

Don't Allow OK

< Mobile Token Cancel

Please input your 6-digit Mobile Token Passcode

A
. L] L] . . L]

Step 3 . . . . . .

.. You are required to input the Mobile Token Passcode to
Input 6-digit passcode generate Security Code

> Click Agree & Submit

I Agree & Submit

Terms and Points to Note
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< Security Device Cancel

You need Hard Token when
you activate the Mobile Token.

Security Code

If you have applied Mobile

i
1
1
1
1
1
1
Please press to generate a 6-digit Security Code on your device
Token only and do not have a i
1
1
1
1
1
I

screen,

Hard Token, please refer step
4b

Step 4a

Hard Token Verification
“
LJ MESsAGES now

+852 622649930110
BOCHK iGTB Mobile Token Activation
SMS OTP 242377

your mobile phone number, please proceed with
the transaction authentication.

Mobile Phone No.
63***299

Transaction ID

4453-4272
Step 5a
Input SMS OTP SMS Rassword Resend
> Click Confirm
I — Please wait 55 seconds and click to receive
another SMS code
Mobile Token
Your setting has been completed
iGTB Reference: 01000289234 >
Date and Time: 09 Nov 2023 14:52 GMT+08:00
St e p 6a You have successfully activated Mobile Token

Mobile Token is activated
|
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LJ MESSAGES now
+852 622649930110

BOCHK iGTB Mobile Token Activation

SMS OTP 242377

your mobile phone number, please proceed with

the transaction authentication.

Mobile Phone No.

Step 4b g3v++259
Input SMS OTP Transaction ID
> Click Confirm 4453-4272

SMS Password Resend

Please wait 55 seconds and click to receive
another SMS code

Mobile Token

Your setting has been completed

Date and Time: 01 Jun 2021 17:30 GMT+08:00

Step 5b Your Mobile Token activation will be effective Mobile Token Activation
N at 01 Jun 2021 23:30 GMT+08:00 Notification (SMS and
L Email )will be sent to you
IS $ 0 s ccccccccccccccccccc s e e ———

Token activation will be
effective after 6 hours.

3

1
I
I
I
I
I
immediately, your Mobile |
I
I
I
I
|
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Features Shortcut
Training Knowledge
Step 1 Centre
L
Select from homepage
) Pending Authorisation
and click
Pending Action
|

Pending Check

Last Login: 09 I

) BANK O!
LIMITED. ALL

Q & & &
Home Logout Inbox Control
/ 24 Generate Security Code
@ Transaction Confirmation Code
Step 2 Login/Security Code
Choose the types of code
youineed Terms and Points to Note
£ Transaction Confirmation Code

Please enter specific transaction information
Step 3
iy icati
After chosen, select &, Face ID Authentication

Biometric Authentication or
Mobile Token Passcode [ Mobile Token Passcode ]
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€ Transaction Confirmation Code < Login/Security Code

Please enter specific transaction information

1M

Please input Mobile Token Passcode

Please input your Mobile Token passcode

Step 4 “

Forget Mobile Token Passcode
If the biometric

authentication unsuccessful,
then request for passcode
will be prompted instead
automatically.

Forget Mobile Token Passcode

Submit

< Transaction Confirmation Code [4 Login/Security Code

Your Transaction Confirmation Code Your Security Code

092828 741737

) 66 second will expire in 55 s

Step 5

Code can be generated
successfully via iGTB MOBILE.

Generate Security Code Again Generate Security Code Again
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2FA Login

Select 2FA Type
Mobile Token

Security<ode

Step 1:

Step 2:

Step 3:

Step 1

Click “2FA Login” > Choose
“Mobile Token”

Step 4:

<

Shortcut

Features

xS

Training Knowledge
Centre

Pending Authorisation [ 29])

<

Your Security Code

Step 2

Select from iGTB MOBILE
homepage and click

> Choose “Login/Security Code”

Login/Security Code

%

741737
Step 3

55
Code has been generated
successfully. Input the code to login.
N
@18kt jorB —

Rlease press "Mobile Token™ on mobile
dévice with activated "Mobile Token” ‘[&

Choose "Login / Security Code” g

Use Biometric Authentication or "Mobile
Joken*Passcode for confirmation

“Security Code" will be shown on the
mobile device Rlease input "Security
Code" and follow\the steps to complete
transaction

Back Submit ‘

Generate Security Code

@ Transaction Confirmation Code

Login/Security Code

Terms and Points to Note

Welcome .. 06 Jon 2024 1739 GAIT 0000
vour To emmre your av—
My Dashboard
Account Position N - Work Queve Downioad Report
wars Quese
§  —_—
26
‘”J b 2 .

Step 4 S P

WD 51,398

WD 27,358 »

Succesful login..

Upload Fite e-Alert and Message Recent Transaction

[EECTEY

from 100001100701 w00

Initiate Local Payment
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Step 1

Click “Confirm” > Choose
“Mobile Token

Step 2

Select from iGTB MOBILE
homepage and click

> Choose “Login/Security Code”

%

Step 3

Code has been generated
successfully. Input the code

for verification.
|

Step 4

Successful authorisation.

Verification

Step 11 Please press “Mobie Token” 0n mobile device with activated "Mobile
Token”

56921 Crose ogin secuntyCace” (@)

Step 3

Stepd: “Security Code” will be showr
Code” and follaw the steps to complete transaction

@ toitEn §GTB

EE] U IE A NOTICE OF SYSTEM MAINTENANCE 2019-9-.. >

4 Generate Security Code

@ Transaction Confirmation Code

Features

Shortcut

! 1
" @ Login/security Code :
! 1
Tahing:  (koomledge Terms and Points to Note
°

Pending Authorisation [ 23]

4 Login/Security Code Verification

. Select 2FA Type
Your Security Code Mobile Token v

241737 - |

o
Step 1: Please press "Mobile Token" on mobile device with activated "Mabile
Token ()

Step 2: "Logir "
expire in 55 seconds P2 Choose 'Login / Security Code” ()
Step 3: Use Biometric Authentication or "Mobile Token" Passcode for confirmation

Step 4 "Security Code” will be shown on the mobile device. Please input "Security

Code” and follow the steps to complete transaction
Generate Security Code Again 1
cle

" iGes © o

E T IR o Your transaction is now completed
iGTB Reference: 01000314413> | Transaction Date and Time: 06 Jan 2024 18:04 GMT +08:00
Result
Maker Authoriser(s)
68YU 68CH1

Please select your next action;

Work Queues
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Operating system requirements and compatible mobile devices:

Operating System

iOS Android
i0S 12.2 or above Samsung, Huawei, Xiaomi, LG, Sony, Asus,
Nokia, HTC, Google and Vivo mobile
Fingerprint Authentication phones with Android 8.0 or above

(iPhone 5s or higher)

Fingerprint Authentication (Depending on

Face ID Authentication the availability of fingerprint recognition
(iPhone X or higher) function of the device)

Remarks: Support totally 11 brands

Please check out our updated news for details:
https://igtb.bochk.com/assets/pdf/iGTBNet_KC/KC02_Recomm

You may also get the deatails via iGTB NET > Knowledge Centre
> Recommended browsers for minimum security requirements

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 o . . . 1
' ended_browsers_for_minimum_security _requirements_en.pdf
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 |
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Disclaimer

This document is published by Bank of China (Hong Kong) Limited (“BOCHK”) for reference only. This document
does not constitute nor is it intended to be construed as any professional advice, or any offer or recommendation
to the purchase or sale of any investment products or services. This document is not intended for distribution to,
or use by, any person or entity in any jurisdiction or country where such distribution would be contrary to laws or
regulations.

The information provided is based on sources which BOCHK believes to be reliable but has not been
independently verified, therefore BOCHK does not make any representation, warranty or undertaking as to the
accuracy, completeness or correctness of the information or opinions provided in this document. The forecasts
and opinions contained in this document is only provided as general market commentary and is not an
independent investment research report and is not to provide any investment advice or return guarantee and
should not be relied upon as such. All views, forecasts and estimates are the judgments of the analysts made
before the publication date, and are subject to change without further notice. No liability or responsibility is
accepted by BOCHK and related information providers in relation to the use of or reliance on any such information,
projections and/or opinions whatsoever contained in this document. Investors must make their own assessment
of the relevance, accuracy and adequacy of the information, projections and/or opinions contained in this
document and make such independent investigations as they may consider necessary or appropriate for the
purpose of such assessment.

The information and/or opinions provided by the speakers and their organizations do not represent the
standpoint of BOCHK, and BOCHK shall not be liable for the same.

This document is published by BOCHK. The contents contained in this document have not been reviewed by the
Securities and Futures Commission of Hong Kong.

This document is for reference only, and does not constitute any offer, solicitation, recommendation, comment or
any guarantee to any person to the purchase, subscription or sale of any investment products or services
mentioned herein. You should not make any investment decision based upon only the information provided in
this document. The investments product or services contain in this document is NOT equivalent to, nor should it
be treated as a substitute for, time deposit.

The contents contained in this document are for reference only. No part of this document may be edited,
reproduced, extracted, or transmitted in any form without the prior written permission of BOCHK.

Information contained in this document are provided as general market commentary and does not constitute

investment advice or guarantee any returns, therefore, you should not make any investment decision based upon
only the information provided in this document.



